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Repeated DRAM row activations can lead to disturbance-based
faults such as those exploited by Rowhammer in DDR3, DDR4
and DDR5 systems. While prior work has focused on software-
generated hammering patterns, modern processors employ hard-
ware prefetchers that speculatively generate memory requests
capable of increasing DRAM activation activity. In this work, we
investigate hardware prefetchers as a potential source of indi-
rect row activations and demonstrate that they can be trained to
generate Rowhammer-style access patterns across DRAM banks.
We evaluate these behaviors using cycle-level simulation and
extend our study toward real-system validation by integrating a
Signature Path Prefetcher (SPP) into a BOOMv2-based processor
within the Chipyard framework. Our results highlight the need
to consider speculative prefetch activity within the threat model
of DRAM disturbance-based faults.

1. Introduction

RowHammer is a disturbance-based memory phenomenon
in which repeated activations of DRAM rows induce electri-
cal interference that can corrupt data stored in neighboring
rows [1-4]. When an aggressor row is activated repeatedly
within a refresh interval, charge leakage can alter the stored
values of adjacent victim rows, resulting in unintended bit
flips. Experimental studies have demonstrated this behavior
across multiple DRAM generations, including DDR3, DDR4,
and DDR5 [5, 6], establishing RowHammer as a persistent chal-
lenge for both memory reliability and security. Disturbance-
induced bit flips can be exploited to compromise system in-
tegrity, enabling attacks such as privilege escalation, data cor-
ruption, and denial of service [4, 7]. Traditional RowHam-
mer attacks rely on carefully crafted binaries that repeatedly
access selected memory locations while forcing cache evic-
tions to maximize DRAM row activations. Implicit in this
threat model is the assumption that DRAM activity is largely
driven by software-visible memory accesses and can therefore
be characterized through instruction streams, memory traces,
or performance-counter observations. Modern processors in-
creasingly violate this assumption through the use of hardware
prefetchers. As illustrated in Fig. 1, prefetchers proactively
generate memory requests beyond those explicitly issued by
software by learning and predicting future access patterns.
These speculative requests traverse the cache hierarchy and
may ultimately reach DRAM, creating row activations that are
not directly attributable to program instructions. Hardware
prefetchers possess several properties that make them partic-
ularly relevant in the context of RowHammer. First, many
prefetchers are trainable, allowing carefully constructed ac-
cess patterns to influence their prediction logic and induce
controlled sequences of speculative memory requests. Second,
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Figure 1: Hardware Prefetcher which speculatively runs ahead
to prefetch data, causing more DRAM activations.

prefetch-generated accesses occur entirely within the microar-
chitecture and are often invisible to software-level monitoring
mechanisms. Third, prefetchers can amplify DRAM activity
by generating additional requests beyond those demanded by
the application. Consequently, DRAM row activations can
become partially decoupled from the program’s visible mem-
ory behavior, making disturbance-inducing activity difficult to
infer through conventional software-based analysis. This ob-
servation has important security implications. Many deployed
systems rely on software-visible indicators, such as instruction
streams, memory-access traces, or performance—counter activ-
ity, to reason about memory behavior and potential RowHam-
mer threats. However, these approaches implicitly assume that
DRAM activations closely track explicit load and store oper-
ations. Hardware prefetchers violate this assumption by au-
tonomously generating memory requests that can significantly
increase row activations while remaining largely hidden from
software observation. This disconnect between observable
program behavior and underlying DRAM activity motivates
the need to reevaluate RowHammer threat models in the pres-
ence of autonomous microarchitectural memory-generation
mechanisms.

These characteristics suggest that Rowhammer activity may
be more covert than previously assumed. Even when software
access patterns appear benign, prefetch-generated memory re-
quests may continue to access deeper levels of the memory hi-
erarchy, generating additional row activations without explicit
software intent. Because these speculative references originate
within the cache hierarchy and propagate toward DRAM, they
may bypass software-based detection mechanisms.

This paper offers the following contributions:

We investigate the role of hardware prefetchers as a potential

mechanism for generating indirect Rowhammer activity.

« We demonstrate that prefetchers can be intentionally
trained to produce memory access patterns that resemble
Rowhammer-style hammering across DRAM banks.

« We evaluate these behaviors using cycle-level simulation
using Signature Path lookahead Prefetcher(SPP) [8].

« We extend our study toward real-system validation by inte-



grating the SPP into a BOOMv2-based processor [9].

« Our findings highlight the need to consider speculative
prefetch activity when analyzing Rowhammer threats and
designing future mitigation mechanisms.

2. Background
2.1. Prior Works

Recent research has demonstrated that RowHammer can be
triggered through a wide range of microarchitectural mech-
anisms beyond explicit load and store instructions. These
studies collectively challenge the traditional assumption that
RowHammer attacks require software-visible, high-frequency
memory accesses, showing instead that implicit hardware ac-
tivity can generate sufficient DRAM row activations to induce
bit flips. RhoHammer [10] showed that software-controlled
prefetch instructions, such as x86 PREFETCH and ARM PRFM,
can generate frequent DRAM row activations capable of induc-
ing RowHammer bit flips. Because prefetch instructions are
non-blocking and often bypass instruction-retirement account-
ing and performance-counter-based monitoring, they provide
a stealthy hammering primitive that evades many existing de-
tection mechanisms. Similarly, PTHammer [11] demonstrated
that implicit memory accesses arising from page-table walks
across the user—kernel boundary can be exploited to induce
RowHammer effects without requiring direct high-frequency
memory accesses from user space. Moving beyond software-
controlled mechanisms, GhostKnight [12] established that
speculative execution itself can generate DRAM activation pat-
terns sufficient to trigger RowHammer on DDR3 systems, while
SpecHammer [13] further explored the interaction between
transient execution and RowHammer, revealing a bidirectional
relationship in which RowHammer-induced faults can am-
plify speculative execution attacks and vice versa. At the sys-
tem level, MOESI-Prime [14] showed that coherence-induced
traffic in ccNUMA systems, including speculative coherence
reads and redundant directory updates, can inherently generate
enough DRAM activity to trigger RowHammer under other-
wise benign workloads. Taken together, these works reveal a
broader trend: RowHammer vulnerabilities increasingly arise
from implicit microarchitectural behavior rather than solely
from adversarial memory-access streams generated by soft-
ware. However, existing studies primarily focus on software-
invoked prefetch instructions, page-table activity, speculative
execution, or coherence protocols. In contrast, we investigate
hardware prefetchers as an autonomous source of DRAM row
activations. Unlike software-controlled mechanisms, hardware
prefetchers generate memory requests entirely within the mi-
croarchitecture based on dynamically learned access patterns.
Consequently, they can amplify row activations without requir-
ing a corresponding increase in demand accesses from the core,
effectively decoupling DRAM activity from the program’s visi-
ble memory behavior. This separation significantly reduces the
effectiveness of software-level monitoring approaches based
on instruction tracing, retired memory operations, or perfor-
mance counters, thereby exposing a largely unexplored and

highly stealthy RowHammer attack surface. Our evaluation
further considers a multi-bank hammering setting motivated
by recent trends in RowHammer attack design. Prior work
has shown that exploiting bank-level parallelism is an effec-
tive strategy for maximizing the number of DRAM activations
within a refresh interval. For example, SledgeHammer [15]
distributes hammering activity across multiple banks to in-
crease activation throughput and improve attack effectiveness.
Likewise, ABACuS [16] studies RowHammer behavior under
prefetch-like access patterns, including next-line, next-8, and
next-32 accesses, and observes that such patterns can activate
rows with identical row indices across multiple banks before
revisiting a previously activated row. While ABACuS leverages
this observation to design scalable all-bank activation-counting
defenses, it does not characterize hardware prefetchers as an
autonomous source of RowHammer-inducing DRAM activa-
tions. Our work complements ABACuS by demonstrating
that real hardware prefetchers can generate and amplify row
activations in a manner that creates a practical attack sur-
face. Building on these insights, our bank-mirroring attack
exploits hardware prefetchers to generate coordinated acti-
vations across multiple banks, thereby increasing activation
parallelism and accelerating RowHammer effects. This setting
provides a natural framework for evaluating the security impli-
cations of autonomous prefetcher-induced DRAM activity and
demonstrates how hardware prefetchers can serve as powerful
activation amplifiers in modern memory systems.

2.2. Rowhammer Attacks

RowHammer (RH) attacks targeting in-memory binaries typi-
cally follow a structured workflow to induce controlled mem-
ory corruption. The attack begins by analyzing program mem-
ory layouts to identify candidate physical locations where bit
flips can reliably impact critical data or instructions. Once
such locations are identified, the attacker performs targeted
row activation patterns to induce disturbance errors in DRAM,
eventually causing bit flips in adjacent victim rows. These
corrupted values can then be exploited to modify code or data
in memory, enabling attacks such as privilege escalation or
control-flow manipulation [4,17]. As shown in Fig. 2, modern
systems such as AMD Zen4 employ complex physical address-
to-DRAM mappings that interleave addresses across channels,
ranks, banks, bank groups, and rows [6]. Effective RowHam-
mer attacks therefore often rely on understanding or infer-
ring this mapping to precisely steer memory accesses toward
targeted DRAM structures. By exploiting knowledge of how
physical address bits map to bank and row indices, an attacker
can construct access patterns that concentrate activations on
selected banks and maximize disturbance in nearby rows. How-
ever, generating such carefully structured access patterns is
non-trivial in practice. DRAM address mappings scramble
contiguous physical addresses across multiple DRAM dimen-
sions, causing effective hammering patterns to appear irregular
in physical address space. While simple prefetching mecha-
nisms (e.g., stride-based prefetchers) can capture regular access
patterns, they are generally insufficient for modeling the com-
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Figure 2: Zen4 address mapping extrapolated by reverse-
engineering
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Figure 3: Hardware Prefetching

plex, multi-dimensional access sequences required for effective
RowHammer amplification. As a result, practical attacks typi-
cally rely on explicitly crafted memory access sequences that
directly encode bank- and row-level targeting rather than de-
pending on hardware prefetchers to infer such patterns. With
knowledge of the address mapping, an attacker can further re-
fine access patterns to manipulate bank and channel selection
bits, thereby steering repeated accesses toward specific DRAM
banks. Similarly, controlling row index bits enables systematic
traversal and repeated activation of targeted rows within a
bank, increasing the likelihood of inducing disturbance errors
in a controlled and repeatable manner.

Despite the existence of Rowhammer mitigations, many
older deployed systems either lack protections or rely on mech-
anisms known to be bypassable. In particular, defenses such
as Target Row Refresh (TRR) [18] have been shown to provide
incomplete coverage, as their internal tracking mechanisms
monitor only a limited number of frequently activated rows.
This leaves them vulnerable to adversarial access patterns that
distribute activations across multiple rows, enabling bit flips
even in systems with mitigation support.

2.3. Prefetching

Hardware prefetchers are widely used in modern processors
to improve performance by speculatively fetching cache lines
before they are explicitly requested by the processor, as shown
in Fig. 3. By predicting future memory accesses, they reduce ef-
fective memory latency and increase memory-level parallelism.
However, these speculative requests introduce additional mem-
ory traffic that is not directly initiated by software, thereby
increasing both the volume and rate of accesses issued to the
DRAM subsystem. While accurate prefetching improves per-
formance, inaccurate or overly aggressive prefetches can lead
to cache pollution, redundant memory transfers, and cache
thrashing. More importantly, prefetchers may generate mem-
ory accesses to locations that are never explicitly referenced

by the executing program, thereby inducing additional DRAM
row activations that are not reflected in the architectural in-
struction stream. In conjunction with DRAM address mapping,
which distributes physical addresses across channels, ranks,
banks, and rows, even spatially or stride-based prefetchers
can produce structured access streams that traverse multiple
rows and banks. This can systematically increase row acti-
vation frequency, particularly when predicted streams cross
row boundaries within the same bank. Because prefetch re-
quests are generated internally within the processor pipeline,
they are largely invisible to software-level monitoring mecha-
nisms, making it difficult to attribute resulting memory traffic
to program behavior. As a result, prefetch-induced memory
activity can introduce additional and often hidden row activa-
tions, highlighting the need to consider speculative memory
generation when analyzing DRAM disturbance effects. The
effectiveness of prefetch-assisted RowHammer amplification,
however, depends on the underlying prefetcher design. In par-
ticular, prefetchers differ in whether they operate on virtual
or physical addresses. Virtual-address (VA)-based prefetchers
can, in principle, be trained to generate requests that span
page boundaries, potentially increasing the scope of induced
memory activity. In contrast, this work focuses on a physical-
address (PA)-based prefetcher (SPP), where predictions are
generated in physical address space. Due to this design choice,
SPP primarily learns page-local patterns, and a single trig-
gering stream does not generally induce prefetches that cross
page boundaries. This restriction shapes the observed prefetch-
driven access patterns and bounds the extent of cross-page
activation amplification considered in this study.

3. Prefetcher-induced Rowhammer Attacks

Hardware prefetchers can significantly increase memory traffic
by issuing speculative requests that are not directly triggered
by program instructions, effectively generating bursts of mem-
ory accesses that may traverse large regions of memory. These
speculative accesses translate into additional DRAM traffic,
where each cache miss may trigger row activations within the
memory banks. Although such activations occur as an unin-
tended side effect of performance optimization, repeated and
aggressive prefetching can substantially increase the rate and
spatial distribution of DRAM row activations. This observation
raises an important question: if speculative prefetch activity
can generate frequent activations incidentally, then carefully
influencing access patterns may allow these activations to be in-
duced in a more controlled manner. Consequently, prefetchers
have the potential to amplify activation intensity and unin-
tentionally create conditions favorable for disturbance-based
effects, including Rowhammer attacks.

Without loss of generality, in this work we first demon-
strate prefetcher-based attacks that leverage the Signature Path
Prefetcher (SPP), a well known and commonly used prefetcher
in academic [8,19-22] and commercial [23] works. To that
end, we first discuss how SPP works and then discuss how it
can be leveraged to create a Rowhammer attack. In Section 4
we show that other prefetchers are susceptible to this form of
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Figure 4: SPP Architecture
attack as well.
3.1. Signature Path Prefetcher Microarchitecture

SPP is a correlation-based hardware prefetching mechanism
that predicts future memory accesses by tracking the history
of access patterns. SPP generates a compact signature repre-
senting the recent sequence of memory accesses and uses this
signature to index pattern tables that store likely future offsets.
By associating signatures with previously observed memory
transitions, SPP is able to capture complex access patterns
beyond simple stride-based behavior.

As shown in Fig. 4 SPP consists of three key components:
the Signature Table (ST), Pattern History Table (PHT), and
Global History Register (GHR). The ST is indexed using the
page number and performs a tag comparison to identify the
corresponding page entry, after which the stored signature is
retrieved and used to index the PHT. Each PHT entry stores
candidate deltas along with confidence values, and the delta
with the highest confidence is selected to generate a prefetch.
The selected delta is used to update the signature, enabling
recursive indexing of the PHT until the confidence of the pre-
dicted delta falls below a predefined threshold.

The GHR is used to track page boundary crossings, allowing
SPP to maintain prediction continuity without explicitly track-
ing new pages. SPP also monitors the number of issued and
useful prefetches to dynamically throttle prefetch generation
when accuracy decreases. Additionally, a prefetch filter inte-
grated within the ST suppresses redundant prefetch requests,
reducing unnecessary memory traffic.

While SPP improves memory performance by increasing
prefetch coverage and reducing effective memory latency, its
speculative nature introduces additional memory requests that
may increase DRAM row activations. These internally gener-
ated accesses can occur even when the corresponding memory
locations are not explicitly referenced by the program, poten-
tially altering memory access characteristics and increasing
activation activity within the DRAM subsystem.

3.2. SPP’s Bank Mirroring Attack

We leverage SPP to orchestrate a bank-parallelized Rowham-
mer attack, similar in spirit to prior multi-bank attacks, but
critically differs in that the memory access stream is amplified

Algorithm 1: SPP-Based Bank Mirroring Attack
Input: arr, arrl, arr2 of size N

1 stride = 4;
// Initial training phase

2 fori+ 0to TRAIN _PAGE do

3 L int x = arr[i];

wait(3);

uint64_t idx = 0;

while true do

// Access arrl

[N, B

7 int x = arrl[idx % N];
// Prefetch triggers
8 wait(1);

// Access arr2

9 int y = arr2[(idx + 1) % NI;
// Prefetch triggers

10 wait(1);

11 idx += stride;

12 if idx >= N then

13 L idx = 0;

by the hardware prefetcher rather than being entirely driven
by the attacking process (software). By exploiting bank-level
parallelism, the attack activates aggressor rows across multi-
ple banks simultaneously with minimal degradation compared
to single-bank hammering. Prefetchers are naturally capa-
ble of generating cross-bank memory requests. This property
enables the attacker to indirectly steer accesses across multi-
ple banks by carefully constructing access patterns that the
prefetcher learns and amplifies, thereby extending the attack
surface beyond what is explicitly issued by the CPU.

In our SPP-based bank mirroring attack, we allocate multiple
memory regions such that each array resides on a separate 4KB
page, enabling controlled placement across DRAM rows. To
ensure that these pages are mapped onto specific and alternate
DRAM rows, we leverage memory waylaying [24], which helps
steer page placement toward desired physical locations without
relying on explicit physical address control.

As illustrated in Fig. 5, the attack operates by alternately ac-
cessing two pages (e.g., Page 1 and Page 2), which are mapped
to different DRAM rows. An initial training phase issues re-
peated accesses to a training page, enabling the hardware
prefetcher to learn a stable stride-based pattern. Once this
behavior is established, accesses to the target pages follow a
similar structure, allowing SPP to recognize the pattern and
begin generating speculative prefetch requests. For inducing
the disturbance we alternate the accesses to both the pages as
shown by solid black arrows (demand accesses issued by the
program), and blue dotted arrows (prefetch requests by SPP).

Algorithm 1 details this process step-by-step, where re-
peated accesses are issued to a training page (step 1-4) to allow
the hardware prefetcher to learn and stabilize a stride-based
access pattern. Once the prefetcher is sufficiently trained, the
attack transitions to the exploitation phase (around Step 7 on-
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Figure 5: Bank Mirroring RowHammer attack using multiple
pages

ward), where accesses are performed on two target pages in an
alternating fashion. In particular, Step 7 and Step 9 alternate
accesses between arrl and arr2, matching the learned stride
behavior and causing the prefetcher to speculatively generate
additional memory requests on both pages.

By continuously repeating this alternating pattern (Steps
7-12), the prefetcher amplifies the observed access stream by
issuing additional microarchitectural memory requests beyond
the program’s explicit loads. While the program directly ac-
cesses only a small subset of memory locations, the hardware
prefetcher effectively expands this footprint, increasing the
rate of DRAM row activations. Since these prefetch-generated
accesses occur entirely within microarchitectural structures,
they remain invisible to software-level tracing mechanisms
and incur no explicit instruction overhead, thereby enabling
efficient multi-row activation that can facilitate Rowhammer
effects.

4. Evaluation

4.1. Methodology

Using the microarchitectural simulator ChampSim, 2-billion-
instruction SimPoints from each benchmark were executed,
during which memory access patterns were recorded. In addi-
tion to access traces, standard performance and prefetching-
related accuracy metrics were collected, with adjustments ap-
plied where necessary to account for IPC variations across
configurations. To ensure the fidelity of the DRAM behavior
modeled in ChampSim, results were cross-validated against
the well-established Ramulator2 DRAM simulator [25].

Our simulated system (as shown in Table 1) models a 4 GHz
out-of-order processor representative of modern client-class
architectures. The memory subsystem consists of a single 8 GB
DDR4 DIMM operating at 3200 MT/s using cache-line inter-
leaving (CLI) mapping to enable bank-level parallelism. Unless
otherwise specified, one processor core with its corresponding
cache hierarchy is modeled.

Multiple samples were taken for each program using dif-
ferent randomized virtual-to-physical address mappings to
capture variability introduced by memory allocation.

We use hammer rate as the accumulation of disturbances
upon a single row in a DRAM bank by neighbors without a

Table 1: System Configuration

CPU Parameter | Value | DRAM Parameter | Value
Frequency 4 GHz | Frequency 3.2 GHz
L1I Cache Size 32 KB | Capacity 8 GB
L1D Cache Size 48 KB | Channels 1
L2 Cache Size 1MB | Ranks 2
L3 Cache Size 2MB | Banks 8
Cache Line Size 64B | Rows 64 K
Page Size 4KB | Columns 1K
Table 2: Prefetcher Configurations
Prefetcher L1D L2 L3
VA-AMPM None VA-AMPM None
Berti Berti-L1D Berti-L2C Next Line
Bingo Bingo Next Line Next Line
Bouquet Bouquet-L1D | Bouquet-L2C None
SPP None SPP None

refresh, mitigative refresh, or access. Unnormalized, this is
equivalent and comparable to the hammer count (HC) metric
used in prior works.

4.2. Prefetcher Configurations

We evaluate multiple state-of-the-art hardware prefetchers,
including VA-AMPM [26], Berti [27], Bingo [28], Bouquet [29],
and SPP. Each prefetcher is integrated into the cache hierarchy
according to its original design. All other system parameters
remain constant across experiments to enable fair comparison
of prefetch-induced activation behavior. These configurations
can seen in Table 2

4.3. Results

The hammering rate across different SPEC2017 benchmarks
was evaluated both with and without prefetching enabled.
Fig. 7 illustrates the impact of prefetching on the maximum
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observed hammer rates for each impacted benchmark, inde-
pendent of IPC improvements. Specifically, we report the
mean increase in the highest hammer rate relative to the non-
prefetching baseline for each prefetcher configuration. The
results indicate that prefetching mechanisms can significantly
amplify hammering activity, irrespective of their effect on over-
all performance.

Furthermore, Fig. ?? shows the increase in hammering ac-
tivity achieved by the bank-mirror attack in our simulation
framework. The figure reports the number of hammers re-
ceived by the target row in the mirror page across all DRAM
banks. Banks 0, 1, and 2 are directly accessed by the attacker
to train and trigger the prefetcher, while activations in banks
3-7 are generated exclusively by prefetcher-issued requests.
These results demonstrate that hardware prefetchers can sub-
stantially amplify DRAM row activations beyond those explic-
itly generated by software, potentially increasing the sever-
ity of RowHammer-induced disturbances. The magnitude
and distribution of activations vary across prefetchers due
to differences in their prediction and confidence mechanisms.
SPP’s signature-based model with aggressive confidence rein-
forcement produces concentrated activation behavior, whereas
Berti’s reliance on temporal correlation yields a smoother distri-
bution. Bingo tracks multiple overlapping patterns, spreading
activations across more banks but with lower intensity per
bank. In contrast, VA-AMPM and Bouquet do not generate
additional hammering activity under our workload because
their triggering conditions are not exercised. Importantly, the
attack is not specific to SPP; it exploits a common characteristic
of modern prefetchers that learn recurring access patterns and
increase prediction confidence through repeated exposure. As
a result, any prefetcher capable of learning repetitive access
streams and applying that behavior across memory regions
may be susceptible to similar activation amplification, with
differences primarily affecting the extent rather than the feasi-
bility of the attack.

4.4. Real System Implementation (Work in
Progress)

As part of future work, we plan to develop and deploy a full-
system FPGA-based platform to enable controlled generation
of memory access patterns for training the SPP prefetcher and
evaluating its ability to induce structured activation patterns on
physical DRAM modules. We implemented SPP in Scala using
the Chisel hardware construction framework and generated
RTL for hardware-level experimentation. Due to the limited
visibility of prefetchers from the software space, real-system
evaluation will be performed via an FPGA platform equipped
with real off-chip DRAM (as shown in Fig. 6), which also en-
ables proper analysis and attribution of prefetcher-driven be-
havior. Furthermore, a comprehensive end-to-end evaluation
requires modifications to both the prefetcher and memory
controller to expose the internal events necessary for attack
attribution and analysis, and the FPGA platform provides the
flexibility required for such instrumentation. We integrate SPP
within a RocketChip-based system featuring a BOOM core, al-
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lowing controlled evaluation of prefetcher training and its use
as a mechanism for generating disturbance-oriented memory
access patterns.

The BOOM core employs a two-level cache hierarchy, with
SPP placed at the lower level of the memory hierarchy. Since
FPGA implementations impose practical constraints on on-
chip resource utilization, the cache hierarchy is provisioned
with a moderate, representative LLC size rather than a large-
scale last-level cache, ensuring a balanced trade-off between
realism and implementability.

The last-level cache (LLC) is configured as an inclusive cache
with a total capacity of 512,KB, organized as an 8-way set-
associative structure with 64-byte cache lines. This setup will
allow systematic characterization of the resulting DRAM be-
havior and its associated disturbance effects, with a particular
focus on understanding whether prefetcher-driven access pat-
terns can contribute to Rowhammer-style bit-flip phenomena.
Using this full-system FPGA implementation as a real-system
evaluation environment, we further aim to explore a broader
class of prefetcher-driven attack mechanisms, systematically
evaluating how different prefetching strategies can be lever-
aged to induce and amplify Rowhammer-style effects.

5. Conclusion

Prefetchers improve system performance by increasing IPC
through speculative memory accesses. However, these addi-
tional accesses can also lead to a higher number of DRAM
row activations, potentially exacerbating disturbance effects.
In particular, a well-trained prefetcher may unintentionally
amplify activation patterns in a manner that contributes to
Rowhammer-like behavior. In this work, we investigate this
interaction and aim to validate these effects through a real-
system FPGA-based implementation, enabling more precise
characterization of prefetcher-induced DRAM disturbances.
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